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1 Introduction

1.1 Motivation and Background

This thesis deals with endpoint protection security system for large 

enterprises. This thesis investigated if Microsoft Forefront Endpoint 

Protection 2010 (FEP) is secure and cost-effective enough system to fulfill the 

requirements of those companies. Information security is discussed from 

various points of views, business and IT drivers for information security and 

risks, including information risks, are discussed on a theoretical level. 

Microsoft FEP is presented from technical point of view with financial aspects 

and also taking into account its strengths and challenges. In Analysis and 

Collections chapter there is a summary, which discusses the suitability of 

Microsoft FEP for an endpoint protection security system in a large enterprise.

When talking about the endpoints, IT devices used by end users and located 

on a corporate network or even outside of corporate network are meant. 

Endpoints are typically physical desktops, virtual desktops, laptops, tablets, 

and possibly Windows phones. They are used as a computing device by end 

users and they should be centrally managed by IT department to ensure 

manageability, up-to-date security patches and virus definitions to name a few 

issues.

Any user in the company needs to have the latest antivirus, anti-malware and 

firewall software program installed and updated on to their computer. The 

protection software is absolutely essential for safe and uninterrupted system 

usage. Endpoint protection security system software plays an important role in 

security, as it can protect vital documents and files from being damaged or lost 

forever.

Too often it can be noticed in the news or in companies’ announcements about 

a potential virus, worm or other realized threat that is spread via email, 

Internet browsing or other attack. Endpoint protection software can help 
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minimize the overall threat that viruses, malware or similar issues cause, as 

computers and even company safety depend on having endpoint protection 

software installed in the machine. New worms and malware programs are 

being developed all the time. By having a secure, cost-effective and centrally 

managed endpoint protection software in every computer in a company, risks 

for business continuity can be significantly reduced.

The motivation for doing this master’s thesis study comes from my own work 

and responsibilities as a Service Delivery Manager for End User Computing 

area in Metso Shared Services Ltd. The job includes being responsible for 

endpoint security for Windows-based endpoint devices and implementing any 

changes done to those devices. Although this thesis was assigned by Metso 

Corporation, the results of the investigations can be used for any company 

which is considering the use of Microsoft Forefront Endpoint Protection as 

protection software for their computers.

1.2 Metso as a Company

Metso is a global supplier of technology and services to customers in the 

process industries, including mining, construction, pulp and paper, power, 

and oil and gas. Metso employ worldwide about 30,000 professionals based in 

over 50 countries. In 2012 Metso Corporation's net sales were EUR 7.5 billion 

and nowadays 44% of net sales come from the Metso’s services business. 

There are three segments in Metso group: Mining and Construction, 

Automation and Pulp, Paper and Power. Figure 1 shows Metso's net sales over 

the recent years and Figure 2 Metso's personnel in the end of 2012. (Metso 

webpages)
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Figure 1. Net sales 2008–2012
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Figure 2. Personnel by area

Mining and construction

Mining and Construction delivers cutting-edge equipment, solutions and 

services to make a real and sustainable difference for customers’ businesses. 

The main customers are mining industry, construction industry, quarries and 

contractors, scrap yards and waste-handling companies and recycling 

companies. Mining and construction net sales in 2012 was EUR 3.282 million 

where mining business line had 75%, construction 25% and recycling 6%. 

Employees were approximately 11,700. (Metso webpages)
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Automation

Automation segment consists of three business lines; Process Automation 

Systems, Flow Control and Services business line. (Metso webpages)

Automation reporting segment produces following products and services:

• Process automation and information management application networks 

and systems,

• Process measurement systems and analyzers,

• Control, on-off and emergency shutdown (ESD) valves,

• Intelligent positioners,

• Intelligent condition monitoring, and

• Expert and life cycle services.

The main customers are power generation industry, oil and gas industry, pulp 

and paper industry, mining and construction industry and selected other 

process industries. Automation net sales in 2012 were EUR 859 million where 

energy and oil & gas line had 60% and pulp and paper 40%. Employees were 

approximately 4 100.

Pulp, Paper and Power

Pulp, Paper and Power consists of these three business lines. They produce the

following products and services:

• Chemical pulping lines and equipment,

• Mechanical pulping lines and equipment,

• Paper and board making lines, machines and rebuilds,

• Tissue making lines, machines and rebuilds,

• Power boiler plants and chemical recovery boilers, evaporators, flue-
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gas, cleaning and environmental systems, boiler rebuilds and upgrades, 

biomass power plants,

• Expert and maintenance services,

• Fabrics and filters for the pulp, paper, energy and mining industries, 

and

• Spare and wear parts.

The main customers are chemical and mechanical pulp producers, paper, 

board and tissue producers, industrial power generators and municipalities 

and utility companies. (Metso webpages)

Figure 3 shows Metso’s extensive sales, services and manufacturing network 

built over 20 years.

Figure 3. Metso’s extensive sales, services and manufacturing network over 20 

years
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1.3 Metso Information Technology Environment

Metso has IT resources in its own company Metso Shared Services Ltd. (MSS) 

which is called Metso IT. Metso IT is responsible for the development and 

delivery of Metso’s global IT infrastructure and shared application services. 

Businesses are responsible for the development of business specific 

application services. Application support is globally harmonized and user 

support is provided as a common global service by Metso IT. Procurement in 

all IT related matters is centralized and managed globally by Metso IT. (Metso 

Intranet, Metso Information Technology [IT] policy.)

Metso has a common IT infrastructure across the enterprise. IT is using 

standard and mainstream technologies to consolidate technology and 

infrastructure across the enterprise. IT supports growing and globally 

expanding business with reusable and scalable services which include 

common wide area network services, server management services, end user 

computing services and common application services. (Metso Intranet, Metso 

Information Technology [IT] policy.)

IT service delivery is organized with mix of own capability and sourced 

services. Internal IT resource focuses on business relationship management, 

service development, IT service management and vendor management. 

Common corporate level processes and services are applied in IT sourcing. 

Outsourced services are sourced from a limited number of service providers. 

(Metso Intranet, Metso Information Technology [IT] policy.)

IT risks are major part of Metso's business continuity risks. Therefore IT risk 

management process is a key focus area in Metso IT. IT risks will be managed 

through Metso Risk and Compliance programs throughout the solution 

lifecycle. IT function actively incorporates risk management practices in all IT 

related operations. (Metso Intranet, Metso Information Technology [IT] 

policy.)
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